OOBA Security Set-Up

1. You will begin with a Get Started page.

AUTHENTICATION SETUP

(o
Passwords are becoming increasingly easy to compromise. They can
often be stolen, guessed, and hacked. Our new enhanced authentication
improves the security of your online accounts by using your phone to verify

your identity. This prevents anyone but you from accessing your accounts,
even if they know your password.

{ You'll emter your username as usual, then use your mobile device to verify
| that it's you before entering your password.
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2. You will need to enter your 10 digit phone number, a nickname for your device, and
choose your OS.

PHONE NUMBER

NICKNAME

Your device's nickname is how it will be referenced when signing in later or
editing device settings

SELECT YOUR DEVICE

i L
11 « - ==s

Android Apple Microsoft Blackberry

Can your device receive a text message?
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3. You will then be prompted to verify your device.

PHOME NUMBER

MNICKMNAME

Your device's nickname is how it will be referenced when signing in later or

editing device settings

SELECT YOUR DEVICE

@ i 3
Android Apple Microsoft Blackberry

Can your device receive a text message?

VERIFY DEVICE

We need to verify the setup of your device.

code to use on the next step

We can call or text a verification
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4. You will receive a call or text with a verification code based off the option you
choose.

e The phone call verification will come from 888-226-6063.

o It will sound like this: "Welcome to Two Rivers Bank & Trust. A login
to your digital banking has been initiated. If you were not expecting
this call, please hang-up. Otherwise, press any key to login."

o Once any key is pressed, you are logged in automatically.

e The text verification will look like the image below, but it may come from a
different number than the one displayed.

1:59 «il LTE =8

S
3374

Do Mot Share This Code With
Anyone. Passcode: 1309920

Do Mot Share This Code With
Anyone. Passcode: 1626371
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5. Then, you will be asked to enter the verification code.

PHOME MUMBER

MNICHNAME
TEET MESSALE QM Yes
LDEVICE SELECTELD Androng

Enter the venTcation ode that you recenad Deow

VERIFICATION COL

[FHinT AL i [‘1.".'::':'!:::"-'

Enter the ATON G Do nurmber?
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6. If you have a smartphone, you will be given the opportunity to download an
OOBA or Out of Band Authentication app from DUO.

Duo Maobile is an application that runs on your phone and helps you
authenticate. Without it you'll still be able to log in using a phone call or
text message, but we strongly recommend that you use Duo Mobile to
authenticate quickly and easily.

WHY USE DUO MOBILE?

' [t's fast & easy — one click Approval/Denial
» Works in any country
» Doesnt require cell service

INSTALL THE APP

Select "User Duo Maobile” and receive two text messages:

1. The first message will contain a link to install the Duo Mobile app.
Flease click the link to install the app.

2 The second message will contain a link to activate your account. Please
click the link to activate your account in the Duo Mobile app.

USE DUO MOEILE
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7. If you choose to download the DUO Mobile app, you will be sent 2 links via
text to download and verify the app.

Download Mobile App: http://
m-03bde0b6.duosecurity.com

To activate the app, click
and open this link with Duo
Mobile: https://m-03bdeQb6
.duosecurity.com/android
/Vih731N4nJSqzKuTiK5d
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8. If you choose to download the DUO Mobile app, the popups will look like this.

10:22 w!! 5G W)

TIME SENSITIVE
Verify your identity

546 - Auth?

SELECT A DEVICE

DEVICE

CONFIRM V1A

We o confirm tha a elacted
d e by sending a passcode | a pplica
a text Message
Please use the Duo mobile app 1o approve this Cgen

Are you logging in to 546
- Auth?

® 10:30 AM

o
~

u_

Deny

19755

Approve
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